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Twice a month, PX NewsFlash subscribers receive electronic coverage of the most important global and domestic privacy news and events. The NewsFlash is objective and treats the full range of privacy views and opinions from business to government, academia, advocacy, public interest and media. The NewsFlash also alerts subscribers to P&AB special reports and surveys and how to access them. 

The NewsFlash Archive and the current Conference & Events Calendar and Publications & Resources list are available at www.privacyexchange.org. 

P&AB encourages your feedback. If you have questions or comments about the NewsFlash,  e-mail admin@privacyexchange.org. To add a privacy-related conference to our Conference and Events Calendar, e-mail conference details and links to admin@privacyexchange.org. If you would like to see your new privacy publication or resource included in the NewsFlash, send a copy of the publication, plus cost and ordering information to Diane Gamgochian, Privacy & American Business, 2 University Plaza, Suite 414, Hackensack, NJ 07601. Electronic copies may be e-mailed to info@pandab.org

Thank you for subscribing to the P&AB NewsFlash.

*  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *

HEADS-UP

Free Japan Privacy Resources (JPR) NewsFlash Subscription  

The bilingual Japan Privacy Resource (JPR), is housed at the Center for Social and Legal Research’s website – www.PrivacyExchange.org. The JPR continues to be rated by Google as the #1 site worldwide on Japan and privacy out of over 11 million Google entries listed under that heading. The homepage for the English version of the JPR has already received over 13,000 hits in the first 11 months of 2005. In addition, P&AB’s Special Issue on Consumer Privacy in Japan and the New National Privacy Law,  available free at JPR, was  downloaded over 5,232 times during 2005. 

Once a month, the JPR sends out a free NewsFlash in English and Japanese versions, covering the latest developments on privacy in Japan. The English version of the NewsFlash is read by a wide range of users from business, government, law firms and academia. So far, these NewsFlash users come from the U.S., Japan, Australia,  China, Singapore, Malaysia, Hong Kong,  Europe and Canada. 

To receive the free JPR NewsFlash by email, send your name, title, e-mail address, and the address of your organization to admin@privacyexchange.org. Please include “Japan NewsFlash” in the subject line of your e-mail. To read the NewsFlash privacy policy, go to www.privacyexchange.org/privpolicy.html.
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GLOBAL PRIVACY DEVELOPMENTS

1. Chinese Internet Company Selling Personal Information For About 12 US Cents

Since early December, a Chinese company called Ucloo.com has provided a service nicknamed souren, meaning searching for a specific person. By paying one yuan (12 US cents) through one's mobile phone, it is possible to find personal information such as telephone numbers, addresses and even details of marital status and credit ratings. A student was surprised that someone he had never met called him and knew what he had written in his schoolmate's address book. The man had obtained his contact details from Ucloo.com. Another company, 5460.net, has been accused of leaking its pool of 90 million data files on users to Ucloo.com. Representatives from the company, 5460.net, said they had never authorized Ucloo.com to use its data. 5460.net, which has a collection of schoolmate address information covering 90 million people, has said it may take Ucloo.com to court. Ucloo.com has cancelled the charged service and said citizens can use the service through email and apply for corrections of the personal information kept by the company. 

Source:

The China Daily (Beijing), January 16, 2006

http://www.chinadaily.com.cn

http://www.chinadaily.com.cn/english/doc/2006-01/16/content_512559.htm

Zhu YuanChina Daily

****

2. Canadian Government Requesting Costco To Supply Member Data For Purchases In 

Alberta For Tax Enforcement

Costco is fighting a request from British Columbia's Ministry of Small Business and Revenue to turn over the names of all its B.C. members who have avoided sales tax by shopping at its Alberta stores. In a petition recently filed in B.C. Supreme Court, the discount chain giant seeks an injunction declaring Victoria's request illegal. Over the past two years, the government has sent a series of letters to Costco Wholesale Canada Ltd. asking to provide it with a list of all sales made at Alberta stores since 1998 to B.C. members -- including those members' names and addresses. The ministry also requested details on any Internet purchases in which B.C. customers picked up their items in Alberta. The government has argued Costco is required to provide the information under provincial legislation that forces retailers to comply with requests for information on tax evasion. But Costco argues Victoria's request is so broad that it exceeds the province's authority and violates the privacy of its customers. Many people in eastern B.C. regularly cross the border to shop in Alberta, where there is no provincial sales tax. Those shoppers are technically required to "self-declare" their out-of-province purchases, calculate the seven per cent sales tax and send a check to the government. The province has made some efforts to track down tax evaders on big-ticket items like automobiles and all-terrain vehicles. Costco poses an inviting target because it only sells products to paid members -- leaving a paper trail for every purchase.

Source:

Vancouver Sun (British Columbia), January 17, 2006

http://www.canada.com/vancouversun/

http://www.canada.com/vancouversun/news/westcoastnews/story.html?id=8b8e5027-281a-43e8-b95c-eca79b2966ed&k=71729

Chad Skelton

****

3. Japanese Employees Taking Work Home Risk Leaking Data

If you are one of the millions of workers in Japan who regularly take home work from the office, and your personal computer is lost or stolen, you could stand accused of leaking client data. In October, a sales representative at Roche Diagnostics K.K., stopped to buy a drink from a vending machine on a train platform at JR Tokyo Station. He set his bag down for it a few seconds and it was gone. Inside was a Roche laptop computer containing the names, addresses and phone numbers of 101 patients in Saitama Prefecture, along with their doctors' names, who were Roche customers. The patient information was meant to be used only at the company's offices. Jiro Makino, a lawyer specializing in computer crime, said: "Since the personal information protection law came into force (last April), it has become more difficult for thieves to access such information. The black market price for such data has soared from 10 yen (8 US cents) per person to as much as 50 to 60 yen (42 - 50 US cents). People should realize that computer thieves are now targeting the data inside, not the hardware."  To combat the problem, some companies are installing systems that ensure data cannot be accessed if computers are stolen. 

Source:

Asahi Shimbun (Tokyo, Japan), January 18, 2006

http://www.asahi.com

http://www.asahi.com/english/Herald-asahi/TKY200601180136.html

By Shin Matsuura

____________________________________________

U.S. NEWS & LEGISLATIVE TRENDS

4. Marketing Company Charged For Violating FTC Act 

The Federal Trade Commission (FTC) asked a U.S. District Court judge to halt an operation that secretly installed spyware/adware that users could not remove from their infected computers. The agency alleged the stealthy downloads violated federal law and asked the court to order a permanent halt to them.  According to the complaint, Odysseus Marketing, Inc. and its principal, Walter Rines, advertised Kazanon software would allow the anonymous file sharing. First, the software allegedly does not make file-sharing anonymous. Second, the free software is bundled with spyware called ClientMan, which secretly downloads dozens of other software programs, degrading consumers' computer performance and memory. The bundled software programs, which also generate pop-up ads, captured and transmitted information from the consumers' computers to servers controlled by the defendants. In the landmark Odysseus Marketing case, the FTC charged that the defendants had an obligation to disclose that their free software download caused spyware/adware to be installed on consumers' computers. The company hid its disclosure in the middle of a two-page end-user licensing agreement buried in the "terms and conditions" section of its Web site, according to the FTC. 

Source: 

CIO Today (Woodland Hills, California), January 9, 2006

http://www.cio-today.com/news/By-Law--Catching-Up-with- Malware/story.xhtml?story_id=021000Q28240

****

5. Survey Finds Majority Believes Google Should Turn Down Government's Request For   Data

A poll finds that a majority of those surveyed believe Google should not release information to the government about its users' search habits, and more than a third said they would even stop using the world's most popular search engine if the company did so. The survey results, released January 23, 2006 by the Ponemon Institute, a think tank that studies privacy issues in business and government, also indicate that a large majority of respondents do not believe that Google collects information that can personally identify who they are. Nonetheless, they do not want Google releasing Web searching information to the government. ``People feel very strongly about this,'' said Larry Ponemon, chairman of the institute. ``It doesn't matter if Google collects personally identifiable information or not. It's that, if the government gets it, it could be put into a dossier, or something, someday in a way that identifies you.'' The institute conducted the survey to gauge reaction to the Bush Administration's request that four Internet companies to turn over statistical information about Web searches. The government is seeking the data for a court case where it is trying to defend the Child Online Protection Act. Three of the four companies -- AOL, Yahoo and Microsoft -- complied with at least part of the government's request. Google has so far refused to hand over any data. Government officials said they never asked for data that would identify individuals and representatives of Microsoft and Yahoo said they never gave authorities any personalized information.

Source:

San Jose Mercury News (California), January 23, 2006

http://www.mercurynews.com

http://www.mercurynews.com/mld/mercurynews/news/13694821.htm

By Michael Bazeley

****

6. Three-Quarters Of U.S. Adults Have Registered On National Do-Not-Call Registry 

The Federal Trade Commissioner's National Do-Not-Call Registry continues to be a success according to the results of a Harris Poll of U.S. adults surveyed online by Harris Interactive. A large majority of the U.S. adult population says they have registered and that they have  received fewer telemarketing calls.  Seventy-six percent say that they have signed up for the registry. This is a significant increase from January 2004,  when 57% reported that they had registered. Many of these adults say they have either received no telemarketing calls since then (18%) or that they have received some calls, but far fewer than before (61%).  The survey also found that a large majority (63%) of those registered do not know that survey research firms and pollisters are permitted to call numbers that are registered.

Source:

The Harris Poll 

January 12, 2006

By David Krane, Public Affairs Research Practice at Harris Interactive

****

7. FCC Investigating Sale Of Private Cell Phone Records

The Federal Communications Commission said on January 17, 2006 that it is investigating the sale of private cell phone records. Numerous Web sites say they are able to provide records of incoming and outgoing cell phone calls. While such records are routinely used by law enforcement agencies, experts warn that they can be exploited. The practice of using trickery to obtain the records from phone companies has been the subject of news reports for months. FCC Chairman Kevin J. Martin disclosed the investigation in a January 13, 2006 letter to Rep. Edward J. Markey (D-Mass). "The commission is very concerned about the availability and sale of such records, and is looking into the troublesome practices described in recent media reports," Martin wrote in the letter.  The FCC's enforcement bureau is investigating how companies obtained such records and whether phone companies had not followed rules designed to prevent such information from getting into the wrong hands. Experts say such records are sometimes obtained by people who impersonate cell phone customers and dupe their wireless providers into releasing the data, despite safeguards designed to prevent this. The use of fraud to obtain such information is subject to the jurisdiction of the Federal Trade Commission, which told Markey in a separate letter that they had brought cases against firms that sell such information, but would not comment on any current investigations.

Source:

The Washington Post, January 18, 2006

http://www.washingtonpost.com

http://www.washingtonpost.com/wp-dyn/content/article/2006/01/17/AR2006011701451.html

By Arshad Mohammed

****

8. Verizon Wireless Files Lawsuit Against Companies That Sell Cell Phone Records

Verizon Wireless continues its campaign to protect wireless customers' privacy by filing a lawsuit at a Federal District Court in New Jersey seeking an injunction against the owners of locatecell.com, Data Find Solutions, First Source Information Specialists, and other affiliated Web sites, to prohibit them from obtaining cell phone customer calling or billing information under false pretenses.  Verizon Wireless claims these companies have fraudulently attempted to obtain customer records by calling customer service centers posing as Verizon Wireless employees needing access to confidential customer information. Steven Zipperstein, general counsel and vice president of legal and external affairs at Verizon Wireless, said "Verizon Wireless will continue litigating aggressively against these illegal attempts to obtain and traffic in our customers' private information.  We applaud the recent focus on these issues from public officials, privacy advocates and law enforcement." In December 2005, Verizon Wireless won permanent injunctions to stop two telemarketing firms, Intelligent Alternatives and Resort Marketing Trends, from making calls to Verizon Wireless customers by using auto-dialers and recorded messages. Federal consumer protection law prohibits use of auto-dialers or pre-recorded messages in calls to cell phones. 

Source:  

Verizon Wireless Press Release

Jamuary 24, 2006

****

9. Senate Bill Introduced To Stop Companies From Selling Cell Phone Records

Senators Charles Schumer (D-N.Y.), Arlen Specter (R-Pa.) and Bill Nelson (D-Fla.) have introduced a bill that would make it a crime for someone to obtain cell phone customer call records under false pretenses. The bill comes on the heels of major recent media focus on the sale of cell phone records. Wireless carriers could possibly be subject to enforcement action if the Federal Communications Commission determines they have not adequately protected customer call records from the prying eyes of data brokers. FCC Chairman Kevin Martin said, "We are looking into how companies who are selling these records have obtained customer proprietary information."  The FTC acknowledged that telephone records are afforded less protection than financial records. Although consumer telephone records are not generally covered, the FTC may still bring a law-enforcement if it has reason to believe that the pretexter's activities constitute unfair or deceptive practices," said FTC Chairman Deborah Platt Majoras. Pretexting is impersonating the subscriber whose records they are trying to get. Late last week, Cingular Wireless L.L.C. obtained a temporary restraining order against two companies it believes have sold mobile-phone records online. The Federal court in Atlanta granted the order against Data Find Solutions Inc. and First Source Information Specialists Inc. Cingular said it believes Data Find Solutions once owned and operated several websites, including locatecell.com and celltolls.com, which advertise the sale of cell-phone records. The websites are now believed to be owned and operated by First Source Information Specialists. No law currently specifically targets firms that sell cell-phone records.

Source:

RCRNews.com (Golden, Colorado), January 18, 2006

http://rcrnews.com

http://rcrnews.com/news.cms?newsId=25368

By Heather Forsgren Weaver

****

10. Marketing Firms Have To Compete Against Consumers Using The Spam Button

Almost 34% of consumers in a post holiday survey said they dealt with increased volume in their inboxes by reporting e-mail they no longer want as spam to their Internet service providers. This is up from 23.4% the previous year, according to Return Path, an e-mail deliverability consultancy. "This is not good news for marketers," says Stephanie Miller, Return Path's vice president, strategic services. "It's really easy to report somebody as junk or spam, so the bar is higher for marketers to be really relevant." Being reported as spam increases the likelihood that a company's e-mail will be filtered, whether it is permission-based or not. According to Miller, seven complaints per 1,000 e-mails can get a sender blocked from AOL's servers. "That's less than 1% and you can get blocked. Marketers need to use the data they have in order to make better decisions about what to send and when to send it," Miller said. She also warns against abusing permission: "If you're sending an expectation that you're going to send a weekly e-mail, and then suddenly during the holidays you start sending a daily e-mail, you're very likely going to get reported as a spammer." In other findings, consumers' past experience with the sender is by far the number-one influence over whether they'll open an e-mail, according to Return Path. More than 60% of the consumers surveyed said that knowing and trusting the sender was a key factor in determining if they would open an e-mail. Also, 48% of those surveyed said they opened electronic communications from companies that had previously sent e-mail they thought was valuable. 

Source:

Multichannel Merchant, January 18, 2006

http://multichannelmerchant.com

http://multichannelmerchant.com/news/spam_button_01182006/

By Ken Magill

****

11. Use Of Flash Memory Drives By Employees May Risk Data Loss

Flash memory drives are the latest devices used by millions. An employee may decide to download a customer database to one of these devices and then proceed to lose it. The data is probably not protected from loss. This problem will grow with the proliferation of tiny personal mass-storage devices. The potential to lose data on portable devices is a massive hole in most companies' security plans. The laws being passed in a number of states that require data loss to be reported to affected consumers work only if the company actually discovers the loss. With more and more employees using flash drives, smart phones with Secure Digital memory cards, portable hard drives, etc., the likelihood of companies actually knowing about all instances of data loss is declining rapidly. And as a result, the possibility of companies breaking laws, whether for data-loss disclosure or regulatory compliance, is growing dramatically. Most companies attempting to come to terms with this problem are still aiming at technologies that are at least 10 years old (e.g., loss of data backup tapes). Companies must take steps, starting with user education, on what is and is not appropriate use. Companies should track sensitive data with trails of user access. Companies should employ techniques that can discover when devices are connected and by whom, and make sure such devices have protection activated or provide users with enterprise-class protection-enhanced storage devices.

Source:

Computerworld, January 23, 2006

http://www.computerworld.com

http://www.computerworld.com/managementtopics/management/story/0,10801,107967,00.html?source=x10

Advice by Jack Gold

___________________________________________

FROM THE EXPERTS

Recording Now Available from P&AB's January 11, 2006 Conference.

If you missed the last Tele/Web conference, Privacy Year in Review, Projections and Trends for 2006, you can receive the slides and listen to the conference on the internet.  Contact Diane Gamgochian at info@pandab.org or call (201) 996-1154 for details.

~~~~~~~~~~~~~

P&AB Special Privacy Reports Available 
P&AB Members receive our exclusive reports, like the States Privacy Legislative Report, the Consumer Privacy Surveys Report, and the Consumer Privacy Litigation Report in advance of their public release. P&AB’s unique Global Privacy Trend Report, which examines the privacy developments around the globe, is only released to P&AB Members only. P&AB’s States Report is available to non-P&AB Members. Members receive the most up-to-date information first. Contact Diane Gamgochian at info@pandab.org or visit www.pandab.org for information on how you can join P&AB. For your copy, contact Diane Gamgochian. 

~~~~~~~~~~~~~~~~~~

 Dr. Alan Westin's testimony before the Department of Health and Human Services and the topline results of the new national Harris survey on the American Public and Electronic Medical Records is available on our website at www.pandab.org 

*****

Free ISPI Clips trial and membership discount for NewsFlash subscribers

Try ISPI Clips free for two weeks with no membership obligation:

ISPI Clips, from the Institute for the Study of Privacy Issues (ISPI), www.PrivacyNews.com, is North America's leading daily-privacy-news service. It features news, opinion and information articles on privacy, surveillance and security issues from all points-of-view. Early every weekday morning, ISPI's skilled editors track down the most important and relevant privacy-related news by reviewing literally hundreds of articles from local, national and international newspapers and magazines. These "hand picked" ISPI Clips (10 - 35 each morning) are delivered--unabridged--exclusively to ISPI members ... straight to their e-mail doorsteps.

It’s like getting a privacy newspaper to enjoy with your morning coffee. Robert Belair says: "Even if you use other resources to track privacy issues, ISPI Clips is more timely, more comprehensive and provides assurance that you will not miss important coverage."

You can try ISPI Clips for 2 weeks without ISPI membership obligation. Just e-mail this message: (I am a PX NewsFlash subscriber; please send [Your Name] two weeks of ISPI Clips: [Your e-mail address])  to  PXNFTrial@PrivacyNews.com .

To learn more about ISPI, please take a few moments and visit their Web site at www.PrivacyNews.com  or www.ISPI.info .

 *****

Renew Your P&AB Membership and Start the New Year With the Best Privacy Resources Around!

This is the time of year when most companies are reviewing their 2006 budget allocations. Please consider supporting P&AB and its programs, including P&AB individual membership, Privacy Leadership Group and P&AB’s Fellows Program, with a grant that may also be tax-deductible.

P&AB’s Privacy Leadership Group

From the marketing departments to technology, legal, HR, government relations, and your top executives, your colleagues will thank you for P&AB’s resources as privacy matters spill out of the office of the CPO and into all areas of corporate operation. Become a member of P&AB’s PLG and your company will receive unlimited subscriptions to P&AB’s Electronic Newsletter and NewsFlash. These publications are extremely valuable to you and your staff, but are also of high interest to employees throughout other company divisions. Some PLG member companies request up to 30 subscriptions to each of P&AB’s publications! Your organization will also receive complementary and discounted admissions to our Conferences, subscriptions to P&AB’s Privacy Policy Database, ISPI Clips and a series of survey and research reports. These perks add up to great savings. PLUS, PLG Members are entitled to two free participants in an upcoming P&AB’s Tele/Web Conference. For more information, contact Diane Gamgochian at (201) 996-1154 or info@pandab.org or visit www.pandab.org.

P&AB’s Privacy Fellows Program

P&AB created the Fellows Program to provide all the best information and tools privacy, HR and security professionals need to stay on top of their job under tight budget constraints. With many more privacy and security officers multi-tasking within their organizations, the P&AB Fellows Program offers a full range of news, reports and services to assist you and your colleagues. The obvious benefit to becoming a Fellow is savings to your organization. From five free subscriptions to P&AB’s Electronic Newsletter and NewsFlash to a free participant in an upcoming P&AB’s Tele/Web Conference. P&AB offers resources and privacy materials available no where else. For more information, contact Diane Gamgochian at (201) 996-1154 or info@pandab.org or visit www.pandab.org.

P&AB Special Privacy Reports Available 
P&AB’s Special Reports – Privacy Legislation in the States; The Global Privacy Trend Report; and The Consumer Privacy Litigation Report – are available for purchase to privacy practitioners outside the P&AB membership community. Over time, we’ve had many requests by non-members who are trying to get their arms around the privacy issue for access to these exclusive reports. P&AB's Privacy Leadership Group and Executive Privacy Strategy Group Members have received their advance copies of each of these unique research publications six weeks ahead of their availability elsewhere. Those interested should place their orders today! Visit www.pandab.org or, contact Diane Gamgochian at info@pandab.org for more information. 

*****

P&AB's  Searchable Privacy Policy Database is Here for Benchmarking!

Companies are now using P&AB's Privacy Policy Database (PPD), a collection of almost 200 on and offline privacy policies from organizations across industry sectors, for benchmarking and planning purposes. In addition to viewing individual company policies, PPD has an interactive search function that allows users to customize their queries with nearly 70 terms. P&AB experts have coded every policy based on characteristics PPD users will find most useful in benchmarking, developing and comparing their privacy policies.

P&AB Makes it Easy to Sign On

Whether you're a company benchmarking or developing a privacy policy, fine-tuning an existing policy, or changing a privacy policy to coincide with a change in your organization's privacy practices, six months of unlimited access to PPD is a cost-effective and flexible way to meet your company's goals. And, by providing users with unlimited access for six months, P&AB has done away with the hassles of a time-consuming pay-per-use system!

Incentives for P&AB Members

Members of P&AB's Executive Privacy Strategy and Privacy Leadership Programs receive free subscriptions as part of their benefits. P&AB's Members may take advantage of significant discounts. To sign up as a PPD subscriber, to find out how to join a P&AB Program, to become a P&AB Member, or to learn about the new Peer to Peer and Privacy Newsmaker Programs, contact Diane Gamgochian at info@pandab.org or go to www.pandab.org.

*****

P-JOBS

Privacy  & American Business operates the Internet’s first and only international privacy-related job employment site, Privacy Job Opportunity Boards (P-JOBs), at www.PJOBs.org. Now, employers who are members of any P&AB program, or subscribers to P&AB’s Electronic Newsletter or NewsFlash may post job announcements to P-JOBs and begin to focus the search for qualified candidates for all levels of privacy-related employment FREE OF CHARGE!

We will list any privacy or privacy-related job vacancies at your organization to the Privacy Job Opportunity Board, absolutely free for as long as it takes to fill the positions. There are no hidden charges or obligations, we only request you contact us when the position has been filled.

Why P-JOBs?

If your company currently uses a job search mega-site to showcase its available privacy-related employment opportunities, your listings are getting lost among thousands of other job postings. The most qualified privacy candidates can easily overlook your opportunities as they wade through page after page of listings. Your privacy-related job listings are too important to become part of the mega-site clutter.

P-JOBs is the only site dedicated to privacy-related employment listings and the most qualified privacy job seekers (hundreds every day) look at P-JOBs first for job opportunities.

Employers and qualified privacy employees who know privacy, know they will connect through P-JOBs.  

*  P-JOBs lists all levels of employment to suit today’s highly specific staffing needs. P-JOBs offers three categories of job postings to make the connection between the right position with the best candidate as easy as possible. They are:

*  P-JOBs lists entry-level, mid and high level positions relating to privacy including HIPAA    administration, HR administration, database management, legal counsel, marketing, corporate/public interest communications, corporate/government relations, new product development, and information security.
*  P-JOBs Plus is used to reach high level privacy executive or Chief Privacy Officers who are responsible for overseeing privacy for an entire organization, across industries.
*  P-Temps assists companies seeking temporary staff for special projects and as consultants.
Non-Members Can Post Too!

Companies who are not members of P&AB can post listings for the low fee of $50.00 per job. P&AB is a 501(c)(3) non-profit entity, so your payment may be tax-deductible. 

For more information, and to place your free listing, contact Natalie Kochmar at NKochmar@pandab.org or (201) 996-1154
________________________________________________________

CONFERENCES & EVENTS CALENDAR

Financial Cryptography and Data Security 2006.

Presented by the International Financial Cryptography Association. Anguilla, British West Indies, February 27 - March 2, 2006. For more information, visit http://fc06.ifca.ai/.

The Second Information Security Practice and Experience Conference.

Presented by Shanghai Jiao Tong University, the Institute for Infocomm Research and Singapore Management University. Hangzhou, China, April 11 - 14, 2006. For more information, visit http://ispec2006.i2r.a-star.edu.sg/ispec_home.html.

ACM Symposium on Information, Computer and Communications Security. Presented by ACM SIGSAC. Taipei, Taiwan, March 21 - 24, 2004. For more information, visit http://www.iis.sinica.edu.tw/ASIACCS06.

CHI 2006 Workshop on Privacy-Enhanced Personalization (PEP ’06). Presented by the Institute for Software Research at the University of California, Irvine, and the National Science Foundation. CHI 2006 Conference, Montreal, Canada, April 22 - 23, 2006. For more information, visit http://www.isr.uci.edu/pep06.

CHI 2006 Workshop on Privacy and HCI: Methodologies for Studying Privacy Issues.

Presented by the ACM Special Interest Group on Computer-Human Interaction. CHI 2006 Conference, Montreal, Canada, April 23, 2006. For more information, visit http://www.privacymethodologies.tk.

The First International Conference on Legal, Security and Privacy Issues in IT (LSPI).    Presented by the Norwegian Research Center for Computers and Law and CompLex (Computare Lex). Elysée Hotel, Hamburg, Germany, April 30 - May 2, 2006. For more information, visit http://www.kierkegaard.co.uk.

2006 IEEE Symposium on Security and Privacy.

Presented by the IEEE Computer Society Technical Committee on Security and Privacy and the International Association for Cryptologic Research. The Claremont Resort, Oakland, CA, May 21 - 24, 2006. For more information, visit http://www.ieee-security.org/TC/SP2006/oakland06-cfp.html.

WWW 2006, the 15th International World Wide Web Conference: Security, Privacy & Ethics track. Presented by the International World Wide Web Conference Committee. International Conference Center, Edinburgh, Scotland, United Kingdom, May 22 - 26, 2006. For more information, visit http://www2006.org/tracks/security.php.

International Conference on Privacy, Security, and Trust (PST 2006). Presented by the University of Ontario Institute of Technology. Oshawa, Ontario, Canada, October 20 - November 1, 2006. For more information, visit http://www.businessandit.uoit.ca/pst2006/.

_________________________________________________________

PUBLICATIONS & RESOURCES 

The OMB's Federal Enterprise Architecture Security and Privacy Profile mentioned in our article entitled "OMB Issues Guide to Security and Privacy" is available at 

http://cio.gov/documents/FEA%20Security%20Profile%20Phase%20IFINAL07-29-04.doc 

*****

A study, conducted by Pam Dixon of the World Privacy Forum, states that professional job search web sites are not the only ones violating privacy laws, even some internship and scholarship web sites may be breaking the rules in their collection of personal information.  The study raises questions about possible privacy violations  such as distribution of information to third parties, and it specifically cites web sites USAJOBS.gov, FastWeb.com and Eliyon.com. http://www.michigandaily.com/vnews/display.v/ART/2003/11/13/3fb320e3dc262

*****

The Information and Privacy Commissioner/Ontario and Deloitte & Touche have issued a joint report entitled "The Security-Privacy Paradox: Issues, Misconceptions, and Strategies."  The report includes sections on the "Overlaps Between Security and Privacy," "The Economics of Privacy,""Are Privacy and Security One and the Same?," "Roadmap for Successful Strategies." Ordering information is available online at www.ipc.on.ca

To view publications and resources previously mentioned in the PX NewsFlash, see the PX NewsFlash Publications & Resources Archive, available at:

http://www.privacyexchange.org/news/pubsresources.html 

*****

If you would like a new privacy publication or resource to appear in the NewsFlash Publications & Resources, please send a copy of the publication and cost and ordering information to:

Diane Gamgochian

Privacy & American Business

2 University Plaza, Suite 414

Hackensack, NJ 07601
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